CROSS BORDER ELECTRONIC DATA EXCHANGE

Use Case : Electronic Certificate of Origin
November 2023 - Fachry R. Oemar
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C> Overview - Electronic Data Exchange

HOW TO Exchange Electronic CoO — ASEAN and Indonesia Approach

C > WHAT TO Exchange Electronic CoO — ASEAN and Indonesia Approach
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WHAT

To Exchange

MESSAGE
IMPLEMENTATION
GUIDE

HOW

To Exchange

Overview

EI.ECTRONIC DATA EXCHANGE

DATA

STANDARDIZATION
Standardized and
Compatible data format

Le. XML, JSON, EDI Format,

PDF

@_ N

TECHNOLOGY

The best suits method
or technology for
electronic data

S

DATA VALIDATION &

MAPPING

Properly validated and
mapped data to match
format and requirements in
both Systems (Sender and

Receiver)
L.e. MIG, XSD, JSD

l—‘EJ./

0

TRANSMISSION &

ACKNOWLEDGMENT
Establish mechanism to
confirm and acknowledge

FOUR KEY COMPONENTS OF EDI

TRANSLATOR/
WEB FORM

CONNECTION & DATA

SECURITY
Security measures to protect
data during transmission

@ SUPPORT
-

ERROR HANDLING
Establish error-handling
procedures during
transmission

LOGGING & AUDITING
Maintaining logs and records
of transmissions for auditing,
traceability and compliance

BUSINESS exchange data’s integrity during L.e. Secure connection, Le. validation errors, system purpose.
PROCESS Le. Email, FTR, EDI, completion of successful send, Encryption, ACL, failures, network disruptions Le. Logs, Transaction’s History
SPESIFICATION APIs, WebServices receive, process and store the Authentication

data. L.e. MIG, XSD, JSD, ACK
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TECHNICAL EVOLUTION OF HOW TO
HOW TO - EXCHANGE DATA ELECTRONICALLY

Cross Border Trade Platform Evolution — the last 2 Decades

Architecture Technology

b
[ Peer-to-Peer J ebMS

B Webservice

. Blockchain /
Decentralised / Web 3.0 B 2000

- -
-
-—-
1
1
1

IPPC
e-Phyto Hub HEALNET

2006 2010

2020

ebMS

Webservice

MQ

APPMAN

2014

Blockchain / Distributed ledger

China-Mo
ngolia

ebMS

Web Service

2020

MQ

2019

Karahan China-SG TH ROK-VN
P Smart-city NDTP e-CO

2020 2022 2022 2022

Decentralised / Web3.0

Reference :

Initial Analysis for ASW Technical Enhancement, 2023
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TECHNICAL EVOLUTION ORNNITIAL ANALYSIS

A\

-

EROE B0 HXERIARNEEIA AT EORIRONICALLY

Cross Border Trade Platform Evolution - the last 2 Decades

Current

(" )
Peer.to-Peer Architecture Example Enable technologies DecentraIiZEd ArChiteCture
« ASW * ebMS
« Create a secure physical connection between 2 * CH-SG EODES <+ Web Service * New approach using Web 3.0 concept.
parties. This will ensure the identity of sender and * CH-ID EODES + Web Service * Instead of implementing a private infrastructure
receiver, and protect the data or document to be * CH-ROKe-CO + Web Service (peer-to-peer or shared hub) to allow only authorized
changed by others during the transfer. * |ID-ROK e-CO * Web Service person to transfer the document in the secure
« Generic model for bilateral NSW interoperability. * CH-Mongolia + MQ environment, the Web 3.0 concept is used to ensure
that once the document is created, we can check
O y back who is the owner, and we can ensure that the
data will not be changed by others.
S T P T S, S S, R P S S S S - S B ~
Shared hub Architecture .
Example Enable technologies
* Created a centralized hub to link other systems. : .?;RTCYEO Fub : \ng g::\\;;z:

Example Enable technologies

Reference :

* Possible model for regional NSW interoperability,
but this solution does not exist at the moment due
to legal and operational concerns. The 1% design of
ASW used this model, but reverted back to
peer-to-peer architecture at the end.

* Used for exchange of a specific document at the
global scale e.g. IPPC e-Phyto hub.

’—-—-—---

Initial Analysis for ASW Technical Enhancement, 2023
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* SGNTP < blockchain + QR code (TradeTrust)
* THNDTP * blockchain (Tradewaltz)

* JPNDTP -+ blockchain (TradeWaltz)

+ CHNSW ¢ blockchain
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INDONESIA AND PARTNERS
HOW TO - EXCHANGE DATA ELECTRONICALLY

LNSW
INDONESIA

INSW SYSTEM

ASEAN
E-Form D, ACDD, e- MEMBER STATES

Phyto, e-Animal
Health, e-Food Safety

]

ASEAN
SINGLE
WINDOW

ASEAN Single
Window Gateway

Government
Agencies

1

E-Form ASEAN-KOREA (AK FTA),
E-Form ASEAN-CHINA (AC FTA),

TRQ E-Certificate AUSTRALIA (IA CEPA) é
ACDD - SINGAPORE,
E-Form INDONESIA-JAPAN (1JEPA)
E-Form INDONESIA-KOREA (IK FTA) *

INSW Gateway
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ASEAN SINGLE WINDOW GATEWAY %
HOW TO - EXCHANGE DATA ELECTRONICALLY LNSW
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ASEAN SINGLE WINDOW GATEWAY
HOW TO - EXCHANGE DATA ELECTRONICALLY

Local server

Showing 1 - 100 of 1680 messages

| Select an action... v Click a table cell for more filtering options

Click Details to view message details. Or, place the cursor over the Details link for 2 seconds to display a pop-up of attributes.

] Type Origination W7 From ID To ID Status

DDLEI”S IS Payload Jul 17, 2023 02:17:20 PM WIB ASWIndonesia ASWMalaysia Delivered

[ Details 1M Payload Jul 17, 2023 02:17:20 PM WIB ASWlindonesia ASWMalaysia Delivered

[ Details &N Payload Jul 17, 2023 02:17:20 PM WIB ASWindonesia ASWMalaysia Deliverad

DDL.;HE 1M Payload Jul 17, 2023 02:17:20 PM WIB ASWIndonesia ASWMazlaysia Delivered

[ Details 1M Payload Jul 17, 2023 02:17:20 PM WIB IDTRDOS0001 MYTRDOS0002 Delivered to processing

[ Details &N Payload Jul 17, 2023 02:17:20 PM WIB IDTRDOS0001 MYTRDOSQ002 Delivered to processing

DDLails IS Payload Jul 17, 2023 02:17:20 PM WIB IDTRDOS0001 MYTRDOS0002 Delivered to processing

[ Details 1M Payload Jul 17, 2023 02:17:20 PM WIB IDTRDOS0001 MYTRDOS0002 Delivered to processing

DDLails &N Payload Jul 17, 2023 02:17:17 PM WIB ASWindonesia ASWIndonesia Deliverad

DDLails IS Payload Jul 17, 2023 02:17:17 PM WIB ASWVietnam ASWIndonesia Delivered to processing

[ Details 1M Payload Jul 17, 2023 02:17:08 PM WIB ASWIndonesia ASWMalaysia Delivered

DDLails &N Payload Jul 17, 2023 02:17:08 PM WIB ASWindonesia ASWMalaysia Deliverad

[ Details IS Payload Jul 17, 2023 02:17:08 PM WIB IDTRDOS0001 MYTRDOS0002 Delivered to processing

DDLEHE &M Payload Jul 17, 2023 02:17:08 PM WIB IDTRDOS000 MYTRDOS0002 Delivered to processing

DDLails &N Payload Jul 17, 2023 02:16:592 PM WIB ASWIndonesia ASWMalaysia Deliverad

[ Details IS Payload Jul 17, 2023 02:16:59 PM WIB ASWlIndonesia ASWMazlaysia Delivered

DDLEI”S &M Payload Jul 17, 2023 02:16:59 PM WIB IDTRDOS000 MYTRDOS0002 Delivered to processing
Payload Jul 17, 2023 02:16:59 PM WIB IDTRDOB0001 MYTRDOB0O002 Delivered to processing

[ petails OEH
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INDONESIA NSW GATEWAY

HOW TO - EXCHANGE DATA ELECTRONICALLY

~ N

2. Gets "Business Doument” from
Recipient Mailbox

3a. Sends "Acknowledge ment Status”
to Sender Mailbox

|
Partner |
|
| 1a. Sends “Business Document” to
‘| Recipient Mailbox
|
I " "
1b. Return “true
41 ____________
|
|
|
Competent |
Authority (CA) |
|
| 4. Gets "Acknowledge ment Status” from
.l Sender Mailbox
|
|
|
|
|
|
|
/
N e

0 LNSWKemenkeu officialinsw R Call Center
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3b. Return “true”

|

|

|

|

|

|

|

|

|

|

| Competent

: Authority (CA)

|

IPS

|
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|

|

|

|
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INDONESIA NSW GATEWAY
HOW TO - EXCHANGE DATA ELECTRONICALLY

INSW Gateway

LOG OUT (=

0 admin
@ Online

Tracking Page

MAIN NAVIGATION Document Q, search
& Home DOCUMENT

NO SENDER RECEIVER DOCUMENT NUMBER TYPE STATUS START ACTION

& UserManagement 1+ IDCO000L ID120000 ACK.1045469/JKP/2023 ACK QUEUED 2023-07-17 14:16:28 @ view xml

= Tracking 2+ ID010400 IDCO000L 961.0223112040058815 ACK QUEUED 2023-07-17 14:16:23 @ view xml

3+ IDCO000L ID120000 ACK.1025844/MDN/2023 ACK QUEUED 2023-07-17 14:16:19 @ view xml

4+ IDCO000L ID120000 AS2.1056587/SBY/2023.230717104910 AS2 READY 2023-07-17 11:32:44 @ view xml

5+ CNCOO00L IDCO000L E2361872051X0621 861 READY 2023-07-17 15:15:58 @ view xml

6+ CNCOO00L IDCO000L E2361872051X0619 861 READY 2023-07-17 15:15:58 @ view xml

7+ CNCOO00L IDCO000L E2361872051X0620 861 READY 2023-07-17 15:15:59 @ view xml

8+ CNCOO00L IDCO000L E2361872051X0622 861 READY 2023-07-17 15:15:59 @ view xml

9+ CNCOO00L IDCO000L E2361872051X0618 861 READY 2023-07-17 15:15:59 @ view xml

10+ JPCO000L IDCO000L ACK-ID-LABCE624040875-230717 ACK READY 2023-07-17 14:15:45 @ view xml

« £ 1of 1.032.379 » b2
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BUSINESS PROCESS SPESIFICATION

7
/"
HOW TO - EXCHANGE ELECTRONIC CERTIFICATE OF ORIGIN LNSW
ATIGA e-Form D

AAAAAAAAAAAAAAAAAAAAAAAAAA

Business Process Specification
Version No. 1.3

Tariff Rates Quota

Business Process Specification

Version No. 1.1 (Final)
20 December 2021

9 Mei 2019
e —

Business Process Specification
Version No. 3.3

01 August 2022
e-CO 1JEPA e-CoO KI CEPA ASEAN-Japan e-CO
. . . Business Process Specification : pr  es
Business Process Specification P Business Process Specification
Version No. 1.4 Version No. 1.1
Version No. 1.0
05 September 2022 06 July 2023 17 January 2023
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ATIGA eForm D

Sending eCoO
Returning Customs Response
Cancellation

Querying

eCoO IJEPA

Sending TRQ eCert
Returning Feedback Information
Cancellation
Querying
Tracking
Encryption
Contingency Plan

@ WWW.insw.go.id 0 LNSWKemenkeu

HOW TO - EXCHANGE ELECTRONIC CERTIFICATE OF ORIGIN

eCoO AK FTA

Sending eCoO
Returning Feedback Information
Cancellation
Querying
Tracking
Encryption

eCoO IK CEPA

Sending eCoO
Returning Feedback Information
Cancellation
Querying
Tracking
Encryption

officialinsw el e }“ info@insw.go.id
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TRQ eCert

Sending TRQ eCert
Returning Feedback Information
Cancellation
TRQ eCert Amendment
Tracking
Encryption
Contingency Plan

eCoO AJEPA

Sending eCoO
Returning Feedback Information
Revocation
Contingency Plan

{‘ 150-679
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MESSAGE IMPLEMENTATION GUIDE %
WHAT TO - EXCHANGE ELECTRONIC CERTIFICATE OF ORIGIN LNSW

LEMBAGA NATIONAL SINGLE WINDOW

Form AK : FormD:

~. Origina Driginal

QT

Form AKvs Form D | | [ [ =
- . Z | peds el PT SUKSES LAUTAN INDONESWA
1. Qoccs conggned fom (Dxore's bairass nama, Refarence No. 0036744/BKL2018 . ) )
e, Gy I TANAIN TERRAGA EAROTELABHNPRORILINGO0 FAST NI ASEAN TRADE IN GOODS ASREEMENT
ORE £ A ' 3 ; S OPE SCHEME
PT QK SUNG FLECTRONIES INDONESIA, ASEAN-ADREA FAEE TRADE AREA ASEAN NDUSTRIAL Cfi PERATICN SCHEME |
Jo. SELAYAR BLCK D7 KAWAZAN INDUSTR MME' 00 PREFERCNTIAL TARIFF CERTIFICATE OF ORYGIN
CIKARANG BAHAT BEKASI JAV/A 2ARAT, INDUNESIA CERTIFICATE OF ORIGIN 2 Goods consigned to (Consgnee's mme, cdrees, courlry) {Comizined Dedantion and Cenificxe]
(Camiained Cocnon and Cenileata) 5K GLOBAL EUPFLY CMAINCO., LTD. FURNM D
2356 901 BANGKADI 22, DANGKAD! RD., SAMAEDAM. DANGKIIUNTICR, waued In INCONZ 514
2  canzkrod % (Gonsiraw’s ram. A0H35 FORM AK BANGKOK 10150, THAILAND {Carlry)
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by o | T FAK: (+0812-4050 128 7 g Nt liogind N
LEINNDTEZ CO.LTD ey}
28, HANMSAHDAR SEECK-F0, o fntoe Overiss 3 Maans of tramepont and route (36 1a° aaknawn) 4 For Cihcil Use
GWANBEAN AU, GWANGJU. E2228, KOREA Eaa Nates Overloal [
MAME | KM SELGS Ij Freferartial Treatment Given Urder ASEAN
FHOHE : t2-62-060-1 938 Gepariire Cole JARUARY 7,201 Traze in Gosds Agreamant
| = X 1 ——
3. Meams 2 lrarspo 57 0 (6 12 25 known) | 4. Far Cakiy Ues = - ~
0 ertul Treatment Civen Unser AGTAN
Frefwiin Treatmact Ghan Looer ASEAR-w ke Vessels rame/Nremft el ST EVER 0203-037A ——] ndustnsd Cooperstisn Schere
Dazéruna Dite CCTOAFR G, 2018 T Frow Toace Acws Pinlwsctia Tart
= [ eaiment Not Green (Fieaoe
=4 R Girnn (Bias |
Vossefs numabitratek,  CZTE2 Preferanta) Trawiiath Not Givon (Plocos Port of Gtscharge LAT KRAZANG, THALAND
‘ N A Auhorsed Signotoy of the g,
1ot Dlec HEON - — ——
- 2q2 e _ ees] T T R e ,
Syeanes ol 2uthamad Sgnacey of the lganicg mamber an puskages of goods (InJuding quancty whene {800 edea? Noves) | Guandty and Yale cMitn ol
County sppropriste | (FOB wham VG w oo
|
| - ° ot HS numser of th i perion oountey) | mplied
6. Ho 0 Mares and T, NumDer 2nd teps of paCas), Z Qrginemensn | B Crcens waght o 0. MNu=by Diﬁerences [ J - e ———— i
L numEars o el aeds Inzhalng RCER T ainer quantly And ot ' g%‘ T T o 1276 00 KGM g«;m-m.m(—)-..h:'
LAtk tly wher Crop sy 50 Dverisat) wird viui (FC@ ol Imvgoss . . . BAGS PENS ¢ 1
prbigis. | Qlyshenwpomiid oo b 1. Box 4 : For Official Use HEAD JENUARY 4, 2018
HE nuber ol &u mpacing counliyt cny ween Ry
" HE. 0303800020
bssatiideduin 2. Box 13 : Category
| N\ 3 PALLE 15w 24 B OF BRACKET RYC 1005 600 CGM
APR2001786 10000 PCS Va0 18514.32
IPR200323) 10020 PCS
J 00320 FUS
|
|
11. Decontonby Fu e - 1Z.Centinaion ) i v
? i Iaaby e 15 of conr el casd 11 Dedaration 2y the eepeaar 12 Carvbcal) |
& urdersigned beeeon cedares Ihat tha ahae desails ILis ey centied, on the bazis of conr el cadad oul, thal the calbn
Tre uraersiy ,d Iy N:v, [ . = i i mhi il Bty he underzigned herehy decloces %l Tie abows cetais and sivkemert I & Pamwbry cartfec, on the Sams of conhzd canfed aif thid the declaralion
and stalerreri: wie CCBCT 1Al alb e gecos were 9OR e s L o are tormect; it Wl the gosde wem prduzed n by fw axzorier I8 cormct,
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S5 RETROASTI
SUCD RETROA ISSUING OFFICE IN PROVINS! JAWA TIMUR
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wcourryl and that ey compy WIN Ue ofgn mqurements specfied ke
Ihicsa guocks = Lhe ASFAN Tnda. n-Goods 1 for the geode
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PROBOLINGGO, sANTINGY & 2019
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WHAT TO - EXCHANGE ELECTRONIC CERTIFICATE OF ORIGIN LNSW
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Hardcopy CoO Electronic CoO

Origina <LineTwo>M SEULGIPHONE : 82-62-950-1988</LineTwo>
i This XML file does not appear to have any style information associated with it. The document tree is shown below. </SpecifiedAddress>
WY ity
TTIE0154005 —<ExporterParty>
oo (oheined Lo (Ao gl et e N 0036744/8K1'2018 —<rsm:UNeDocsShipBIM xsi:schemaLocation="urn un-unece-uncefact-data-draft: UNeDocsShipBIM:0:8 UNeDocsShipBIM-0.8 xsd"> <Identificationld schemeld="1" schemeAgencyld= LT[\E_CE >[D</Identificationld>
ey, ) 5 B : <Name>PT OH SUNG ELECTRONICS INDONESIA=</Name>
BT OM SUNG FLEGTROMIES INDONESA ASEAN-XOREA FREE TRADE AREA <rsm:HeaderDocument> .
F Loy BLOK o7 KA INDUSTS: HME103 PREFEACNTIAL TANIFF <Identificationld>0036744/BK/2018</ Identificationld> ~<SpecifiedAddress>
CIKARANG BARAT DEKASI JAVAA RAFAT, INDONESE SEATIFICATE OF ORIGIN <1"\-‘peC0de>865<.-'"TvpeC0de> —<LineOne>
{Gamaincd Ceonrion ¢ Cenifeata) <Name>Certificate c}fOriginﬁ'Nameb JL SELAYAR BLOK D7 KAWASAN INDUSTRI MM2100, CIKARANG BARAT BEKASI . J
bgrmws e, agdiasn FORMRK <SubmissionDateTime>2019-02-06T18-44:46</SubmissionDateTime> </LineOne>
Iugued in INCONESL <CategoryCode>NOR</CategorvCode= <LineTwo=AWA BARAT, INDONESIA=/LineTwo>
N, i S <Remark>08[-365/10/2018,</Remark> </SpecifiedAddress>
R St —<ReferenceDocument> </ExporterParty>
| SIPOuE; K Eha . — — — <Identificationld>432165</Identificationld> ~<IncludedConsignmentItem=
3. Meams 2 lrrspoi! 576 (00 (36 120 25 known) | 4. Far Cakid Uas ﬂ}’peCode‘Pg 14{.,.]:.);1]ecode:> {SequenceNumericH{a"SequenceNumeric}
. ey [ ] Froe T Mon Pibmara Tat <IssueDateTime>2018-10-08T00:00-00</TssueDateTime> <ImportTypeCode=852990</TmportTypeCode>
Qepa:ire.Dcto b ’ BAAA b - </ReferenceDocument> <FreeOnBoardValueAmount currencyld="USD"=16914 38</FreeOnBoardValueAmount=
\essels namabicrl ek, CZTED i ot e i —<ReferenceDocument= <GrossWeightMeasure unitCode="KGM"=525.00</GrossWeightMeasure>
. : e mirr —= <IdentificationId>08I-365/10/2018</Identificationld> =SpecifiedQuantity unitCode="C62">301920.00=/SpecifiedQuantity>
R o Dkt KCHEON S = LNk B ] =TypeCode=380</TypeCode= —<GoodsCargoDescription=
Signanes ol suthod Sgnance 3ithe krpedicg <IssueDateTime>2018-10-08T00:00:00=TssueDateTime> —<Identification=
7 ~ ‘ County </ReferenceDocument> 3 PALLETS=34 BOX OF BRACKET3PRB00178B 100,800 PCS3PRB00333A 100,800 PCS3PRB0O0334A 100,320 PCS
S Manewd 17 n - & ot | . o wu:l;l o | e —<FirstSignatoryAuthentication> </Identification>
numkans on = NCERRH aiherquamly . z " _ T - . .
“;,_.:5 uamily W EpropAds Oversat ward i IFCR <Acmf'm3t9T11Fle}2018'12'03T00-00-00<*AC‘“f*lDﬂfeT'me} </GoodsCargoDescription>
1S riirbiot of Wa IBAng daia ey woen R —<PhysicalLocation> —<PhysicalShippingMarks>
il <Identification]d>IDCKR</Identificationld~ <Description>N/M</Description
1IN | 8 PALLETSm 4 BOX OF BRACKET <Name>BEKASI</Name> </PhysicalShippingMarks>
2 </PhysicalLocation> -

s ' . —<InvoiceAssociatedDocument>
</FirstSignatoryAuthentication> <Identificationld>0S1-365/10/2018</Identificationld>
—<SecondSignatoryAuthentication>

< L -1 -Q0-0l=/ 1 =3
<ActualDateTime>2018-12-05T00-00-00</ActualDateTime> Qﬁjﬁlf:&ﬁﬁﬁiﬁiiggoo'00'00 AssueDateTime

—<PhysicalLocation> B .
<Identificationld>IDCKR</Identificationld> <ApplicableCustomsProcedure>
<Name>BEKASI</Name> I<0r1.ngr1terlon>R\-C 100 %=/OriginCriterion>

</PhysicalLocation> {;AppllcableCustansIr’rocedure}
</SecondSignatoryAuthentication> dranspm‘tPa.ckagmgb
_<SenderPartv> </IncludedConsignmentItem>
T ——————— (72 Conoatcr ' <Identification]d schemeld="1" schemeAgencyld="UNECE">IDC000001</TdentificationId> —<AtBorderTransportMovement>
Tre uracrsigned bureoy dacdaes Ihat tha sbave desils ILis e ety certiaa, on the bamis of conycl caiad oul, thal the </SenderParty> —{UsedTransportMeansb
::::.“1:::1;-.: gre coreel; 1l Al the gecos were CBeEAtin Dy the exprr is Currs! [ —<RecipientParty> <Name}lOZ?62€D.Jame>
o ISSUED AETRDACTIVELY <IdentificationId schemeld="1" schemeAgencyld="UNECE">KRC0Q00001</Identificationld> ~<UnloadingLocation> o
DONESID, ISSUING OFFICE IN KABUPATEN BEKASI </RecipientParty> <Identification]d>KRINC</IdentificationId>
" ooy —<IssueCountry> <Name>INCHON</Name=>
i o b e <IdentificationId schemeld="3" schemeAgencyld="UNECE" schemeVersionld="15"~ID</IdentificationId> </UnloadingLocation>
: i1 e ASEAN-KORES Fros <Name=INDONESIA</Name= </UsedTransportMeans>
a MAR 1 o' 1he grees expatod to </TssueCountry> </AtBorderTransportMovement>
\) </rsm:HeaderDocument> —<OriginCountry>
- YULIAT! —<rsm:TransportContractConsignment> <Identification]d schemeld="1S0 3166" schemeAgencyld="5" schemeVersionld="A2">ID=/Tdentificationld>
<ExportationDateTime>2018-10-09T00:00:00=/ExportationDateTime> <Name=INDONESIA=/Name>
e DR, DECEMBE B it —<ImporterParty> </OriginCountry>
R Plaom el . S0V I AR I <IdentificationId schemeld="1" schemeAgencyld="UNECE">KR</Identificationld> —<FinalDestinationCountry>
Gl <Name> LG INNOTEK CO.LTD </Name= <Identification]d schemeld="1S0 3166" schemeAgencyld="5" schemeVersionId="A2">KR</Identificationld>
~<SpecifiedAddress> <Name>REPUBLIC OF KOREA</Name>
13 O Trird Caunlry Inwoicing L Estiziice [ Batkle-Bask GO —<LineOne> i i . </FinalDestinationCountry>
— 26, HANAMSANDAN 5BEON-RO,GWANGSAN-GU, GWANGIU. 62229, KOREANAME : KI </rsm: TransportContractConsignment=
G </LineOne> </rsm:UNeDocsShipBIM>
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MESSAGE IMPLEMENTATION GUIDE
WHAT TO - EXCHANGE ELECTRONIC CERTIFICATE OF ORIGIN LNSW

KML Tag Name (including level)

Form D (update)

Electronic Form Certificate of Origin (COO)
Form AK

Guideline

FormE

Guideline

0 1 2 3 4 5 Description Cardinality Format Cardinality Format Cardinality Format
i |Puecuvatic o LA U1 Q.70 | LAIIUILOL JUECL Ival e
IncludedConsignmentitem 1..10000 Information pretaining to the goods being transported, may repeat | 1..10000 Information pretaining to the goods being transported, may 1..1000 Information pretaining to the goods being transported, may rep
1-10,000 times repeat 1-10,000 times

SequenceNumeric Item Number 1..1 n..5 Itern Number (N5) - Sequence number differentiating a specific 1..1 n..5 Item Number - Sequence number differentiating a specific goods 1.1 n.4 Itern Number - Sequence number differentiating a specific good
goods item within a consignment. item within a consignment.

ImportTypeCode HS Code / Tariff Code 1..1 an..10 |HS Code of importing country - may be 8 digits or 10 digits 1..1 an..10 |HS Code of importing country - may be 8 digits or 10 digits 1.1 an..6  |HS Code of importing country - may be 8 digits or 10 digits depe
depending on the importing coutnry requirements. This is the code depending on the importing coutnry requirements. This is the requirements. This is the code specifying a type of goods for Cu:
specifying a type of goods for Customs, transpart or statistical code specifying a type of goods for Customs, transport or purposes (generic term).
purposes (generic term). statistical purposes (generic term).

FreeOnBoardValueAmount]{ Value (FOB) 0.1 n..13.n3 |Value (FOB) - Monetary amount that has to be or has been paid as 0.1 n..27.n5 [Value (FOB) - Monetary amount that has to be or has been paid 0.1 n..13.n3 |Value (FOB) - Monetary amount that has to be or has been paic
calculated under the applicable trade delivery. as calculated under the applicable trade delivery. applicable trade delivery.

currencyld Currency code (FOB Value) 1.1 a3 Currency code - as defdined by 1SO 4217 (3 char code), UN/ECE Rec. 1.1 a3 Currency code - as defdined by 1SO 4217 (3 char code), UN/ECE 0..1 a3 Currency code - as defdined by 1SO 4217 (3 char code), UN/ECE
No. 9. Currency should be specifed if FOB value is specified Rec. No. 9. Currency should be specifed if FOB value is specified specifed if FOB value is specified - see Appendix A.7.
see Appendix A.7.
See Appendix A.7

GrossWeightMeasure Gross Weight (or other quantity) 0.1 n..13.n3 | Gross weight - Weight(mass) of goods item including packaging but 0.1 n..18.n4 |Gross weight - Weight(mass) of goods item including packaging 1.1 n..13.n3 | Gross weight - Weight(mass) of goods item including packaging
excluding the carrier's equipment. Either gross weight or quantity but excluding the carrier's equipment. Either gross weight or equipment. Either gross weight or quantity must be filled in
must be filled in quantity must be filled in

unitCode Unit of measurement (Gross weight) 1.1 an..3 Code for Unit of measurement (UOM) of the gross weight - 1.1 an..3 Code for Unit of measurement (UOM) of the gross weight - 1.1 an..3 Code for Unit of measurement (UOM) of the gross weight
according to UNECE UOM code (UN Rec.No.20). Code should be based on a subset of UNECE Rec. No. 20. Code should be
specified if weight is specified specified if weight is specified - see Appendix A.8. See Appendix E.2
See Appendix A.8

SpecifiedQuantity Quantity of Goods Item 0.1 n..13.n3 |Quantity of goods item - Either gross weight or quantity must be 0.1 n..18.n4 |Quantity of goods item - Either gross weight or quantity must be 1.1 n..13.n3 |Number of individual items packaged in such a way that they cz

filled in filled in doing the packing.

unitCode Unit of measurement (quantity) 1.1 an..3 Code for Unit of measurement (UOM) - according to UNECE UOM 1.1 an..3 Code for Unit of measurement (UOM) - based on the full UNECE 1.1 an..3 Code for Unit of measurement (UOM) - based on the full UNECI
code (UN Rec.No.20). Code should be specified if weight is specified Rec. No. 20. Code should be specified if quantity is specified - specified if quantity is specified

see Appendix A.9
See Appendix A.9 See Appendix E.2
GoodsCargoDescription 1..1 1..1 1.1

Identification Description of Goods 1..10 an..512 |Goods description - Plain language description of the nature of a 1..10 an..3000 |Goods description - Plain language description of the nature of a 1..10 an..512 |Goods description - Plain language description of the nature of a
goods item sufficient to identify it for Customs, statistical or goods item sufficient to identify it for Customs, statistical or identify it for Customs, statistical or transport purposes.
transport purposes. transport purposes.

PhysicalShippingMarks 1..1 1..1

Description Mark and Numbers on Packages 1..12 an..512 |Free form description of the marks and numbers on a transport unit 1..12 an..900 |Free form description of the marks and numbers on a transport an..1024 |Free form description of the marks and numbers on a transport
or package. If blank, should be set to "No Marks" unit or package. If blank, should be set to "No Marks" be setto "No Marks"
In the situation where the number and type of the packages, gross In the situation where the number and type of the packages, In the situation where the number and type of the packages, gn
weight or shipping marks are consolidated for the whole gross weight or shipping marks are consalidated for the whole are consolidated for the whole consignment instead of by indivi
consighment instead of by individual consignment items, the first consighment instead of by individual consignment items, the first occurrence of the IncludedConsigmentitem (tag 950) for th
occurrence of the IncludedConsigmentlitem (tag 950) for the first occurrence of the IncludedConsigmentitem (tag 950) for the Shipping Marks may contain a free form description of the deta
Description of the Physical Shipping Marks may contain a free form Description of the Physical Shipping Marks may contain a free and / or shipping marks as they describe the whole consignmen
description of the details of the packages, total weightand / or form description of the details of the packages, total weight and importing customs, the free form descriptions. The following prc
shipping marks as they describe the whole consignment. To help / or shipping marks as they describe the whole consignment. To
identify this to the importing customs, the free form descriptions. help identify this to the importing customs, the free form "Total Gross Weight=100 Tonnes; Packages for the whole Cons
The following provides an example: descriptions. The following provides an example: bundles; Shipping Marks on Packages - "Order 12345 for ABC C
-Form E : increase length of the data element from 512 to 1024
"Total Gross Weight=100 Tonnes; Packages for the whole "Total Gross Weight=100 Tonnes; Packages for the whole
Tmismima A reamiatadMac mamnd 1 1 lnfammnatinm abhait salatad imunica daciimemnks maa ramasd 1 $Hmaa n 1 lnfammnatinm abhaik valatad imuinica daciimaankes maau ramaad 1 1 1 lnfammaatinm abhaik valatad iminica daciimaanke maac ramaad 1 Hm
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Flectro 0 C: ot O ] 00
COLIC ] D L) At 0 0
U UESCrptio N 0 ; ara a i 0 : wl g™ i -
IncludedConsignment] tem 1..10000 Infarmation pretaining to the goods being transported, may repefjt B 1..10000 Information pretaining to the goods being transported, may 1..1000 Infarmation pretaining to the goods being transported, may rep
1-10,000 timaes repeat 1-10,000 times

SequenceNumenc Item Number 1..1 fl..5 Item Murmber (NS] - Sequence number differentiating a specific 1..1 M. Itern Number - Sequence number differentiating a specific good 1.1 n.4 Item Number - Sequence number differentiating a specific good
goods itern within a consignment. ftern within a consignment.

ImportTypeCode H5 Code / Tariff Code 1.1 an..10 |HS Code of importing country - may be 8 digits or 10 digits 1.1 an..10 | HS Code of importing country - may be & digits or 10 digits 1.1 an..b HS Code of importing country - may be 8 digits or 10 digits depe
depending on the importing coutnry requirements. This is the depending on the importing coutnry requirements. This i the requirements. This is the code specifying a type of goods for Cu
specifying a type of goods for Customs, transport or statistical code specifying a type of goods for Custorns, transport or purposes (penenc term).

rposes (genenc berm). statistical purposes (genenic tenmm).
FreeOnBoardValueAmount Value (FOB) 0.1 n..13.n3 |alue (FOB) - Monetary amount that has to be or has been paid g 0.1 n..27.n5 Q§Value (FOB) - Monetary amount that has to be or has been paid 0..1 f..13.n3 |Walue (FOB) - Monetary amaunt that has to be or has been paic
lculated under the applicable trade delivery, as cabculated under the applicable trade defivery, pplicable trade delivery.
currencyld Currency code (FOB Value) b ™ Cumency code - as defdined by 150 4217 (3 char code), UN/ECE Rfc] ™71 ™ Currency code - as defdined by IS0 4217 (3 char code), UN/ECE | || Cmammpstymm——tp e ncy code - as defdined by 150 4217 (3 char code], UN/ECE
Mo, 9, Cumency should be specifed if FOB value s specified Rec. Mo, 9, Currency should be specifed if FOB value is specifie specifed if FOB value Is specified - see Appendix A7,
see Appendix A, 7.
See Appendix A.7
GrossWeightMeasure Gross Weight (or other quantity) 0.1 n..13.n3 |ross weight - Weight{mass) of goods item including packaging [ 0.1 n..18.nd | Gross waight - Weight{mass) of goods item inclueding packagingg 1.1 n..13.n3 |Eross weight - Weight{mass) of goods item including packaging
| woluding the carrier’s equipment. Either gross weight or quantity] but excluding the carmer's equipment. Either gross weight or | quipment. Either gross weight or quantity must be filled in
ust be filled in quantity must be filled in
unitCode Unit of measurement [ Gross weight) 1..1 an..3 | Code for Unit of measurement (UOM) of the gross weight - 1..1 an..3 | Code for Unit of measurement (UOM) of the gress weight - 1.1 an..3 |Code for Unit of measurement (UOM) of the gross weight
acoording 1o UNECE UOM code (UN Rec.No. 20). Code should be based on a subset of UNECE Rec. Mo, 20. Code should be
specified if weight is specified specified if welght is specified - see Appendix A_B. See Appendix E.2
. '_iee Appendix A.B
SpecifiedQuantity Quantity of Goods Item 0.1 n.13.n3 uantity of goods item - Either gross weight or quantity must be 0.1 n..18.n4 JQuantity of goods item - Either gross weight or quantity must by 1.1 n..13.n3 |Pumber of individual items packaged in such a way that they
I hlm in filled in oing the packing.
unitCode Unit of measurement (quantity) o v+ TT=taode for Unit of measurement (LOM) - according to UNECE UOD = 1 Cade for Unit of measurement (UOM) - based on the full UNECH || === =L ode for Unit of measurement (UOM) - based on the full UNECI
code (UN Rec. No, 20). Code should be specified if weight is specifgd Rec. No. 20, Code should be specified if guantity is specified - specified if quantity s specified
see Appendix A9
See Appendix A9 See Appendix E.2
GoodsCargoDescription 1 1.1 1.1
Identification Description of Goods 1.10 an..512 oods description - Plain language description of the nature of a 1..10 an..3000 JGoods description - Plain language description of the nature of 2 1..10 an..512 oods description - Plain language description of the nature of a
oods itemn sufficient to identify it for Customs, statistical or goods item sufficient to identify it for Customs, statistical or entify it for Customs, statistical or transport purposes.
Nranspart purposes WFANS PO pUrEOses.,
PhysicalShippang Marks 1..1 1..1 1..1
Description Mark and Numbers on Packages 1.12 an,. 512 |free form description of the marks and numbers on a transport ufit 1..12 an..900 QFree form description of the marks and numbers on a transport 1.1 an,. 1024 |Qree form description of the marks and numbers on a transport
| I(parJ‘-c.age. If blank, should be set to "MNo Marks" wnit or package. If blank, should be set to "No Marks™ | Iz set to "Mo Marks”
In the situation where the numbser and type of the packages, gro In the situation where the number and type of the packages, In the situation where the number and type of the packages, gn
wieig ht or shipping marks are consolidated for the whole gross weight er shipping marks are consolidated for the whole are consolidated for the whole consignment instead of by indive
consignment instead of by individual consignment items, the firs consignment instead of by individual consignment tems, the first occurmence of the IncludedCansigment!tem (tag 950) for th
occurrence of the IncludedConsigmentitem (tag 950) for the first occumence of the IncludedConsigmentitem (tag 950) for th Shipping Marks may contain a free form description of the deta
Description of the Physical Shipping Marks may contain a free fo Description of the Physical Shipping Marks may contain a free and / or shipping marks as they describe the whole consignmen
description of the details of the packages, total weight and / or form description of the details of the packages, total weight and importing customs, the free form desoriptions. The following pre
shipping marks as they desaribe the whole consignment. To help [ or shipping marks as they describe the whole consignment. T
identify this to the importing customs, the free form descriptions. help identify this to the importing customs, the free form *Total Gross Weight=100 Tonnes; Packages for the whole Cons
The following provides an example: descriptions. The following provides an example: bundles; Shipping Marks on Packages - "Order 12345 for ABCC
- Form E : increase length of the data element from 512 to 1024
"Tatal Weipht=100 Tonnes: Pack, fiar | "Tiokal Wieight=100 Tonnes: Packages for the wh
lrsomirn b rr el dMacc o ~t G ) S ) ] T T e e e, T Sy S e p e T e P e o =
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Electro 0 fics of Orig 00
COLIC ] D L) At 0 0
U UESCrptio N 0 ; ara a i 0 : wl g™ i -
IncludedConsignment] tem 1..10000 Infarmation pretaining to the goods being transported, may repefjt B 1..10000 Information pretaining to the goods being transported, may 1..1000 Infarmation pretaining to the goods being transported, may rep
1-10,000 tines repeat 1-10,000 times

SequenceNumenc Item Number 1..1 fl..5 Item Murmber (NS] - Sequence number differentiating a specific 1..1 M. Itern Number - Sequence number differentiating a specific good 1.1 n.4 Item Number - Sequence number differentiating a specific good
goods itern within a consignment. ftern within a consignment.

ImportTypeCode H5 Code / Tariff Code 1.1 an..10 |HS Code of importing country - may be 8 digits or 10 digits 1.1 an..10 | HS Code of importing country - may be & digits or 10 digits 1.1 an..b HS Code of importing country - may be 8 digits or 10 digits depe
depending on the importing coutnry requirements. This is the depending on the importing coutnry requirements. This i the requirements. This is the code specifying a type of goods for Cu
specifying a type of goods for Customs, transport or statistical code specifying a type of goods for Custorns, transport or purposes (penenc term).

rposes (genenc berm). statistical purposes (genenic tenmm).
FreeOnBoardValueAmount Value (FOB) 0.1 n..13.n3 |alue (FOB) - Monetary amount that has to be or has been paid g 0.1 n..27.n5 Q§Value (FOB) - Monetary amount that has to be or has been paid 0..1 f..13.n3 |Walue (FOB) - Monetary amaunt that has to be or has been paic
_——————— - leulated under the applicable rade delivery. as calculated under the applicable trade delivery. pplicable trade delivery.
currencyld Currency code (FOB Value) oy ™~ Lurrency code - a5 defdined by 150 4217 (3 char code), UM/ECE ke, ™7 ™~ Currency code - as defdined by 150 4217 (3 char code), UN/ECE | || St} 1011y code - a5 defdined by 150 4217 (2 char code), UN/ECE
Mo, 9, Cumency should be specifed if FOB value s specified Rec. Mo, 9, Currency should be specifed if FOB value is specifie specifed if FOB value Is specified - see Appendix A7,

see Appendix A, 7.
See Appendix A7

GrossWeightMeasure Gross Weight (or other quantity) 0.1 n..13.n3 |ross weight - Weight{mass) of goods item including packaging [ 0.1 n..18.nd | Gross waight - Weight{mass) of goods item inclueding packagingg 1.1 n..13.n3 |Eross weight - Weight{mass) of goods item including packaging
- = == - | woluding the carrier’s equipment. Either gross weight or quantity] but excluding the carmer's equipment. Either gross weight or | quipment. Either gross weight or quantity must be filled in
ust be filled in quantity must be filled in
unitCode Unit of measurement [ Gross weight) 1..1 an..3 | Code for Unit of measurement (UOM) of the gross weight - 1..1 an..3 | Code for Unit of measurement (UOM) of the gress weight - 1.1 an..3 |Code for Unit of measurement (UOM) of the gross weight
acoording 1o UNECE UOM code (UN Rec.No. 20). Code should be based on a subset of UNECE Rec. Mo, 20. Code should be
specified if weight is specified specified if welght is specified - see Appendix A_B. See Appendix E.2

Cee Appendix A.B
SpecifiedQuantity Quantity of Goods Item I 0.1 n.13.n3 Iiua ntity of goods itern - Either gross weight or quantity must be 0.1 n..18.n4 JQuantity of goods item - Either gross weight or quantity must by 1.1 n..13.n3 |Pumber of individual items packaged in such a way that they
[

f— — - led in filled in oing the packing.
unitCode Unit of measurement (quantity) o v+ TT=taode for Unit of measurement (LOM) - according to UNECE UOD = 1 Cade for Unit of measurement (UOM) - based on the full UNECH || === =L ode for Unit of measurement (UOM) - based on the full UNECI
code (UN Rec. No, 20). Code should be specified if weight is specifgd Rec. No. 20, Code should be specified if guantity is specified - specified if quantity s specified
see Appendix A9
See Appendix A9 See Appendix E.2
GoodsCargoDescription 1 1.1 1.1
Identification Description of Goods 1.10 an..512 oods description - Plain language description of the nature of a 1..10 an..3000 JGoods description - Plain language description of the nature of 2 1..10 an..512 oods description - Plain language description of the nature of a
- ——_———_——_—— oods itemn sufficient to identify it for Customs, statistical or goods item sufficient to identify it for Customs, statistical or entify it for Customs, statistical or transport purposes.
Nranspart purposes WFANS PO pUrEOses.,
PhysicalShippang Marks 1..1 1..1 1..1
Description Mark and Numbers on Packages 1.12 an,. 512 |free form description of the marks and numbers on a transport ufit 1..12 an..900 QFree form description of the marks and numbers on a transport 1.1 an,. 1024 |Qree form description of the marks and numbers on a transport
- - - . - . - | I(parJ‘-c.age. If blank, should be set to "MNo Marks" wnit or package. If blank, should be set to "No Marks™ | Iz set to "Mo Marks”
In the situation where the numbser and type of the packages, gro In the situation where the number and type of the packages, In the situation where the number and type of the packages, gn
wieig ht or shipping marks are consolidated for the whole gross weight er shipping marks are consolidated for the whole are consolidated for the whole consignment instead of by indive
consignment instead of by individual consignment items, the firs consignment instead of by individual consignment tems, the first occurmence of the IncludedCansigment!tem (tag 950) for th
occurrence of the IncludedConsigmentitem (tag 950) for the first occumence of the IncludedConsigmentitem (tag 950) for th Shipping Marks may contain a free form description of the deta
Description of the Physical Shipping Marks may contain a free fo Description of the Physical Shipping Marks may contain a free and / or shipping marks as they describe the whole consignmen
description of the details of the packages, total weight and / or form description of the details of the packages, total weight and importing customs, the free form desoriptions. The following pre
shipping marks as they desaribe the whole consignment. To help [ or shipping marks as they describe the whole consignment. T
identify this to the importing customs, the free form descriptions. help identify this to the importing customs, the free form *Total Gross Weight=100 Tonnes; Packages for the whole Cons
The following provides an example: descriptions. The following provides an example: bundles; Shipping Marks on Packages - "Order 12345 for ABCC

- Form E : increase length of the data element from 512 to 1024

"Tatal Waeipht=100 Tonnes: Pack far | "Tiokal Weight=100 Tonnes: Packages for the wh
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WHAT

To Exchange

MESSAGE
IMPLEMENTATION
GUIDE

HOW

To Exchange

Overview

EI.ECTRONIC DATA EXCHANGE

DATA

STANDARDIZATION
Standardized and
Compatible data format

Le. XML, JSON, EDI Format,

PDF

@_ N

TECHNOLOGY

The best suits method
or technology for
electronic data

S

DATA VALIDATION &

MAPPING

Properly validated and
mapped data to match
format and requirements in
both Systems (Sender and

Receiver)
L.e. MIG, XSD, JSD

l—‘EJ./

0

TRANSMISSION &

ACKNOWLEDGMENT
Establish mechanism to
confirm and acknowledge

FOUR KEY COMPONENTS OF EDI

TRANSLATOR/
WEB FORM

CONNECTION & DATA

SECURITY
Security measures to protect
data during transmission

@ SUPPORT
-

ERROR HANDLING
Establish error-handling
procedures during
transmission

LOGGING & AUDITING
Maintaining logs and records
of transmissions for auditing,
traceability and compliance

BUSINESS exchange data’s integrity during L.e. Secure connection, Le. validation errors, system purpose.
PROCESS Le. Email, FTR, EDI, completion of successful send, Encryption, ACL, failures, network disruptions Le. Logs, Transaction’s History
SPESIFICATION APIs, WebServices receive, process and store the Authentication

data. L.e. MIG, XSD, JSD, ACK
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