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ELECTRONIC DATA EXCHANGE
OVERVIEW

DATA
STANDARDIZATION
Standardized and
Compatible data format
ie. XML, JSON, EDI Format,
PDF

TECHNOLOGY

The best suits method
or technology for
electronic data
exchange

ie. Email, FTP. EDI,
APIs, WebServices

DATA VALIDATION &
MAPPING

Properly validated and
mapped data to match
format and requirements in
both Systems (Sender and
Receiver)

ie. MIG, XSD, JSD
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TRANSMISSION &
ACKNOWLEDGMENT
Establish mechanism to
confirm and acknowledge
data’s integrity during
completion of successful send,
receive, process and store the
data. i.e. MIG, XSD, JSD, ACK
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FOUR KEY COMPONENTS OF EDI

TRANSLATOR/
WEB FORM
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CONNECTION & DATA
SECURITY

Security measures to protect
data during transmission

i.e. Secure connection,
Encryption, ACL,
Authentication
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ERROR HANDLING
Establish error-handling
procedures during
transmission

i.e. validation errors, system
failures, network disruptions

LOGGING & AUDITING
Maintaining logs and records
of transmissions for auditing,
traceability and compliance
purpose.

Le. Logs, Transaction’s History



ELECTRONIC DATA EXCHANGE
TECHNOLOGY EVOLUTION

Cross Border Trade Platform Evolution - the last 2 Decades
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| | | >
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Architecture Technology

Decentralised / Web 3.0

IPPC
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Webservice
Shared Hub

MQ
Decentralised / Web3.0

Blockchain / Distributed ledger

Reference :
Initial Analysis for ASW Technical Enhancement, 2023
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Cross Border Trade Platform Evolution - the last 2 Decades

s
Peer-to-Peer Architecture Example Enable technologies Decentralized Architecture
* ASW * ebMS
+ Create a secure physical connection between 2 * CH-SG EODES + Web Service * New approach using Web 3.0 concept.
parties. This will ensure the identity of sender and * CH-ID EODES + Web Service * Instead of implementing a private infrastructure
receiver, and protect the data or document to be ¢ CH-ROKe-CO + Web Service (peer-to-peer or shared hub) to allow only authorized
changed by others during the transfer. * ID-ROK e-CO * Web Service person to transfer the document in the secure
+ Generic model for bilateral NSW interoperability. * CH-Mongolia + MQ environment, the Web 3.0 concept is used to ensure
that once the document is created, we can check
\_ y back who is the owner, and we can ensure that the
data will not be changed by others.
AT B - o St e - e S e 7 S S e 2 e ~

Shared hub Architecture

‘ i
|
I Example Enable technologies |

* e-Phyto Hub * Web Servi 1
I« Created a centralized hub to link other systems. . ?R AgEo 4 " Wzb Szx:zz 1 E TN IEREnabi: t=chnalogios
I+ possible model for regional NSW interoperability, 1 e GF;\ITP | blockehaln HGR code {IradeTrus)
I but this solution does not exist at the moment due ) L e adeTrus
! to legal and operational concerns. The 1% design of 1 « JPNDTP * blockchain (TradeWalt
| ASW used this model, but reverted back to . bt blggkch::n (TradeWaltz)
: peer-to-peer architecture at the end. 1
) * Used for exchange of a specific document at the 1
i global scale e.g. IPPC e-Phyto hub. 1

]
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Reference :
Initial Analysis for ASW Technical Enhancement, 2023
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Cross Border Trade Platform Evolution - the last 2 Decades
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NPPO
with national system

<o 2

3
-

‘ ™
GeNS
- l GeNS I
=
NPPO
without
national system NPPO
without
Share Hub
Architecture

Reference :
Initial Analysis for ASW Technical Enhancement, 2023

with national system

NPPO
with national system

ASW
Gateway

Certificate Customs e-Phyto
of Origin Declaration Certificate

Peer to Peer
Architecture
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INSW Gateway

e ~ . N — — — — — — ~ AT T T T T T T

NSW Country %o INSW \I |/ Indonesia \|
| Partner | | Gateway | | |
| | I | | |
I | 1a. Sends -Business Document, to : : 2. Gets -Business Doument, from : :
| | Recipient Mailbox Recipient Mailbox
f - ——_ofeumme | g I | I
| | I I I I
I | I I I I
| | I I I I
| Competent I ! | | Competent I
: Authority (CA) | : : : Authority (CA) :

I
| | 4. Gets - Acknowledgement Status, from I | 3a.Sends-Acknowledgement Status, | |
: o Sender Mailbox : > < : to Sender Mailbox ::. :
| : I o L — _ _3bRetunitue | |
| | I I I |
| | I | | |
| | I | | |
| | I | | |
| | I I I |
\ / I l \ /
N 4 \ / N o e o s

Reference :
Indonesia National Single Window Gateway
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Data Integration Approach

Partner Application

Services

Services

Data Master/ Transaction

Single
Database

Database Collaboration

Database

. Ref :
Collaboration eference

IT Blue Print of INSW, 2023



% WHAT TO EXCHANGE
Insw  ELECTRONIC MESSAGE PAYLOAD

Hardcopy CoO

<LineTwo>M SEULGIPHONE : 82-62-950-1988</LineTwo>
‘This XML file does not appear to have any style information associated with it. The document tree is shown below. </SpecifiedAddress>

(LT CaporPay>

Origina

arty

"1" schemeAgencyld="UNECE">ID
<Name>PT OH SUNG ELECTRONICS INDONESIA</Name>

o~ 036744/8K1'2018 —<rsm:UNeDq i i:schemaLocation="urn:un:unece:uncefact:data:draft:UNeDocsShipBIM:0:8 UNeDocsShipBIM-0.8 xsd">
—<rsm:HeaderDocument>

S6TA4/BKI2018 - <Specified Address>
<TypeCode>865< TypeCode> ~<LineOne>
<Name>Certificate of Origin</Name> IL. SELAYAR BLOK D7 KAWASAN INDUSTRI MM2100, CIKARANG BARAT BEKASI , J
issi ime>2019-02-06T18:44:46</Submissi Time> </LineOne>
<CategoryCode>NOR</CategoryCode> <LineTwo>AWA BARAT, INDONESIA</LineTwo>
s OVl <Remark>0S1-365/10/2018,</Remark> </SpecifiedAddress>
~<ReferenceDocument> </ExporterParty>
ificati 216 —<IncludedConsignmentltem>
<TypeCode>914</TypeCode> <SequenceNumeric>1</SequenceNumeric>
Lt 'ime>2018-10-08T00:00: Time> <ImportTypeCode>852990</ImportTypeCode>
<ReferenceDocument> <FreeOnBoardValueAmount currencyld="USD">16914.38</FreeOnBoardValueAmount>
—<ReferenceDocument> <GrossWeightMeasure unitCode="KGM">525.00</GrossWeightMeasure>
<Identificationd>0SI-365/10/2018</IdentificationId> <SpecifiedQuantity unitCode="C62">301920.00</SpecifiedQuantity>
<TypeCode>380</TypeCode> —<GoodsCargoDescription>
S TssueDateTime>2018-10-08T Time> - <Identification>
<ReferenceDocument> 3 PALLETS= 34 BOX OF BRACKET3PRB00178B 100,800 PCS3PRB00333A 100,800 PCS3PRBO0334A 100,320 PCS
€. Mumt —<FirstSignatoryAuthentication> </Identification>
e <ActualDateTime>2018-12-05T00:00:00</ActualDateTime> </GoodsCargoDescription>
~<PhysicalLocation> . —<PhysicalShippingMarks>
IDCKF <Description>N/M</Description>
IS <Name>BEKASI</Name> </PhysicalShippingMarks>
e </PhysicalLocation> —<InvoiceAssociatedDocument>
;’Fnrstilsg?uto'ry:\?hehnnc.znzln> {ficationTd>OSL-365/10/ 8
—<SecondSignatoryAuthentication> . - .
<ActuslDateTimes2018-1205T00.0000/ ActualDateTime> rsueDateTim 301 10 0ST000000<ssucbateTime>
— <PhysicalLocation> w.l:e.—\sso:u!edl)ocumenl>
Y - —<ApplicableCustomsProcedure>

<OriginCriterion>RVC 100 %</OriginCriterion>

<Identificationld>IDCKR
<Name>BEKASI</Name> </ApplicableCustomsProcedure>

</PhysicalLocation> msP
</SecondSignatoryAuthentication> <TransportPackaging’>
SenderPartes </IncludedConsignmentltem=>
=r ifcati 1" schemeAgencyld="UNECE'">IDCOO0001 < dentificationld> ~<AtBorderTransportMovement>
I <SenderParty> : ~<UsedTransportMeans>
o —<RecipientParty> <Name>0Z762</Name>
U0 RETIOASTIVELY <Identification]d schemeld="1" schemeAgencyld="UNECE">KRC000001</Identificationld> ~<Unloadinglocaion>
SSUING OFFICE IN KABUPATEN BEKASI <RecipientParty> g RINC
—<IssueCountry> <Name>INCHON</Name>
ificati 3" schemeAgencyld="UNECE" Versionld="15">ID</1dentificati <UnloadingLocation>
<Name>INDONESIA</Name> ) </UsedTransportMeans>
Is </IssueCountry> </AtBorderTransportMovement>
e/ </rsm:HeaderDocument> —<OriginCountry>
4 ¥ ~<rsm:TransportContractConsignment> ificationd schemeld="1S0 3166" schemeAgencyld="5" schemeVersionld="A2">ID
YULL/ ) i 10-09T00:00:00 i Time> <Name>INDONESIA</Name>
e 5, 01 ~<ImporterParty> </OriginCountry>
o D iy ification]d schemeld="1" schemeAgencyld="UNECE">KR </Identificationld> - <FinalDestinationCountry>
e <Name> LG INNOTEK CO.LTD </Name> ificationld schemeld="S0 3166" schemeAgencyld="5" schemeVersionld="A2"~KR</Identificationld>
- — | - <SpecifiedAddress> <Name>REPUBLIC OF KOREA</Name>
e i O B Batke ~<LineOne> </FinalDestinationCountry>
DY 3 ‘ 26, HANAMSANDAN SBEON-RO,GWANGSAN-GU, GWANGIU, 62229, KOREANAME : KI <frsm:TransporiContractConsigament>
2s </LineOne> </rsm:UNeDocsShipBIM>

Form AK Serial : AK . FAR

@ www.insw.go.id ﬁ LNSWKemenkeu officialinsw Ry C?” Czr;ter }“ info@insw.go.id 0 officialinsw O Lembaga National Single Window




% WHAT TO EXCHANGE
Insw  ELECTRONIC MESSAGE PAYLOAD

Electronic Form Certificate of Origin (COO)
XML Tag Name (including level) Form D (update) Form AK

Guideline
0 1 2 3 4 Carginrali!y Iiaft ( :ar:iility F:qa_g
IncludedConsignmentitem 1..10000 Information pretaining to the goods being transported, may repeat | [1..10000 Information pretaining to the goods being transported, may
1-10,000 times repeat 1-10,000 times

SequenceNumeric Item Number 1.1 n.5 Item Number (N5) - Sequence number differentiating a specific 1.1 n..5 Item Number - Sequence number differentiating a specific goods
goods item within a consignment. item within a consignment.

ImportTypeCode HS Code / Tariff Code 1.1 an..10 [HS Code of importing country - may be 8 digits or 10 digits 1.1 an..10 [HS Code of importing country - may be 8 digits or 10 digits
depending on the importing coutnry requirements. This is the code depending on the importing coutnry requirements. This is the
specifying a type of goods for Customs, transport or statistical code specifying a type of goods for Customs, transport or
purposes (generic term). statistical purposes (generic term).

FreeOnBoardValueAmount] Value (FOB) 0.1 n..13.n3 || Value (FOB) - Monetary amount that has to be or has been paid as 0..1 n..27.n5 alue (FOB) - Monetary amount that has to be or has been paid
calculated under the applicable trade delivery. as calculated under the applicable trade delivery.

currencyld Currency code (FOB Value) 1.1 a3 Currency code - as defdined by ISO 4217 (3 char code), UN/ECE Rec. 1.1 a3 Currency code - as defdined by 1SO 4217 (3 char code), UN/ECE
No. 9. Currency should be specifed if FOB value is specified Rec. No. 9. Currency should be specifed if FOB value is specified

see Appendix A.7.
See Appendix A.7

GrossWeightMeasure Gross Weight (or other quantity) 0..1 n..13.n3 || Gross weight - Weight(mass) of goods item including packaging but 0..1 n..18.n4 |Gross weight - Weight(mass) of goods item including packaging
excluding the carrier's equipment. Either gross weight or quantity but excluding the carrier's equipment. Either gross weight or
must be filled in quantity must be filled in

unitCode Unit of measurement (Gross weight) 1.1 an..3 | Code for Unit of measurement (UOM) of the gross weight - 1.1 an..3 Code for Unit of measurement (UOM) of the gross weight -
according to UNECE UOM code (UN Rec.No.20). Code should be based on a subset of UNECE Rec. No. 20. Code should be
specified if weight is specified specified if weight is specified - see Appendix A.8.

See Appendix A.8

SpecifiedQuantity Quantity of Goods Item 0..1 n..13.n3 || Quantity of goods item - Either gross weight or quantity must be 0..1 n..18.n4 [Quantity of goods item - Either gross weight or quantity must be
filled in filled in
unitCode Unit of measurement (quantity) 1.1 an..3 | Code for Unit of measurement (UOM) - according to UNECE UOM 1.1 an..3 Code for Unit of measurement (UOM) - based on the full UNECE
code (UN Rec.No.20). Code should be specified if weight is specified Rec. No. 20. Code should be specified if quantity is specified -

see Appendix A.9




ATIGA eForm D

Sending eCoO
Returning Customs Response
Cancellation
Querying
Tracking**
Encryption**

Digital Signature**
Contingency Plan

eCoO AC FTA

Sending eCoO
Returning Feedback Information*
Cancellation*
Querying*

Tracking
Encryption
Digital Signature
Contingency Plan

%  HOW TO EXCHANGE
Insw  BUSINESS PROCESS SPESIFICATION

eCoO AK FTA

Sending eCoO
Returning Feedback Information*
Cancellation*
Querying*

Tracking
Encryption
Contingency Plan

eCoO IK CEPA

Sending eCoO
Returning Feedback Information*
Cancellation*
Querying*

Tracking
Encryption
Contingency Plan

TRQ eCert

Sending TRQ eCert
Returning Feedback Information
Cancellation
TRQ eCert Amendment
Tracking
Encryption
Contingency Plan

eCoO IJEPA

Sending eCoO
Returning Feedback Information*
Revocation
Digital Signature
Contingency Plan
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€«!— Credential Information —

<soapenv:Header>
<UserName xmln
<Password xmlns=

</soapenv:Header>

<soapenv:Body>
===

% HOW TO EXCHANGE

PAYLOAD

eCoO AK FTA

/envelope/" xmlns:ser="http://services.insw.com/">

eCoO IJEPA

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<sd B B " om/">

€l— Credential Information —

<soapenv:Header>

xmlns="http: //gateway.insw.co.id" xmlns:insw="http://insw.gateway.co.id">{...}</UserName>
<Password xmlns="http://gateway.insw.co.id" xmlns:insw="http://insw.gateway.co.id">{...}</Password>

</soapenv:Header>

<soapenv:Body> Credential Information

"gateway.insw.go.id">{...}</UserName>
gateway.insw.go.id">{...}</Password>

Credential Information

<ser:PostDocument>
<HeaderDocument>

TTTETOrT

<SenderParty>
<IdentificationId>KRC00001</IdentificationId>

</SenderParty>

<RecipientParty>
<IdentificationId>IDC00001</IdentificationId>

</RecipientParty>

<Document>
<IdentificationId>C023240000772</IdentificationId>
<SequenceNo>1</SequenceNo>
<TypeCode>861</TypeCode>
<SubTypeCode>AKFTA</SubTypeCode>
<FunctionCode>9</FunctionCode>
<SubmissionDateTime>2024-02-28T13:42:17.653+07:00</Sub
<PayloadType>XML</PayloadType>

</Document>

Envelope

missionDateTime>

<MessageRouting> Message Routing

<SenderId>KRC00001</SenderId>
<RecipientId>IDC00001</RecipientId>
<BusinessDocumentId>C023240000772</BusinessDocumentId>
<BusinessTypeCode>861</BusinessTypeCode>
<BusinessSubTypeCode>AKFTA</BusinessSubTypeCode>
<SubmissionDateTime>2024-02-28T13:42:17.653+07:00</Sub

<SignatureKey>
<![CDATA[pOJFoDpLRGjqQNP909x9/sIFdMI15sW7ywIjKKLEEG

</SignatureKey> Slgnature Kez

<Payload>
<![CDATA[UVsNUyijnoA88hcYpvZjhlwb8ixgjubm7vLjZ+soFro

</Payload> Encrypted Payload

</ser:PostDocument>
</soapenv:Body>

</soapenv:Envelope>

missionDateTime>

BT POStooCUment
<HeaderDocument>
— E—
<SenderParty>
<IdentificationId>JPC00801</IdentificationId> Envelope
</SenderParty>
<RecipientParty>
<IdentificationId>IDC00801</IdentificationId>
</RecipientParty>
<Document>
<IdentificationId>TEST-FROM-GW-05-01</IdentificationId>
<SequenceNo>1</SequenceNo>
<TypeCode>861</TypeCode>
<SubTypeCode>IJEPA</SubTypeCode>
<FunctionCode>9</FunctionCode>
<SubmissionDateTime>2023-06-05T17:22:17+09:00</SubmissionDateTime>
<PayloadType>XML</PayloadType>
</Document>

<SenderId>JPC00001</SenderId> Message Routing

<RecipientId>IDC00801</RecipientId>

<Busi t1d>TEST-FROM-GHi-05-01</Busi tId>

<BusinessTypeCode>861</BusinessTypeCode>

<BusinessSubTypeCode>I1JEPA</BusinessSubTypeCode>

<SubmissionDateTine>2023-06-05T17:22:17+09:00</SubnissionDateTine>
</MessageRouting>

<Payload><! [CDATAL
<2xml version="1.0" encoding="UTF-8"2>
FRS b 3

</Payload>

</HeaderDocunent> Unencrypted Payload

Algorithm:
RSA SHA256

</soapenv:Body>
TOrTOT
<Signature xmlns="http: //www.w3.0rg/2000/09/xnldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xnl-c14n-20010315#WithConnents" />
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xnldsig-more#rsa-sha256" />
<Reference URI="">
<Transforms>
<Transform Algorithm="http: //www.w3.0rg/2000/09/xnldsig#enveloped-signature" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.org/2001/04/xnlencksha256" />

aGth6QX0yT51j4i15/+1tBLbYLAW2/ ... 11>

Algorithm:
AES + RSA OAEP

<DigestValue>+3i0wZI6AaTMZ37E9ARR/BxgIWAMOYWPNIX . .. </DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>
enli WSKTHILAGFpl ouy yIEVESSBDZXJ0aWZp ...
</Signaturevalue>
<KeyInfo>
<X509Data> iegi H
<X509Certificate> D'g’tal Slgnature
cnti THILAGFpbGV 1 ¥ yIEVESSBDZXJ0aWZp ...
</X509Certificate>

</KeyInfo>
</Signature>
</soapenv:Envelope>
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TAKE OUT POINT
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Form update]
Cardinalty _Format

Gukdelne.

ANNEX Il Data Elements to be Exchanged

ocuiedContgnmertier oo prearin s h 000 en arsoredm epeat. 2100 0
10300 tnes epest 110000 imes
e T | w5 [fem Namber - Sequencs mamber e et | 13 | w5 EEa
oo em witns consgrment ment. -
[mporTypeCoce 5 Code / Tar Code T3 | an.10 |Hs Code of importing county - may be 8 digs or 10 dgits 11 | i i [ ms package: htp: weoomd.org/#/i 17e
depenin o th mporin couy reqiremerts, T s the cade depending o th mporin couty reuiremerts. Thisi the eaurements T s h codespciyinga typeof s o Cu
porposes (gnerctem). sttt puposesgenerctem). Dataset: http: weoomd.org/#! 10
ST 71573 | Vo (PO -Monetay smour s obe s beerpotd s | 61| w37 CE T
devery e sppicabe ade devry wco Ip Name Definition WG NEW Path
[amenens [carenay code(FoBvaeT . a1 dharco P z = o =
-5, Curency shou bespcied O3 vale s peied e e B USE
by Rt D011 Document Date and time the document was X LPCO/DO11
o1 [wmm CEw pEo e issuing issued and, when appropriate,
xcin h camersequpment Eer gross weightoraantly 1 i
kg e Ea—— date/time signed or otherwise authenticated.
Fenncace e messuament s o) TT | a3 [CodeorUntol messaement VoMo e g weel T ] s FEa D013  Document Code specifying the name of a X LPCO/DO013
acoring toNECE LM coce (N R 20, o sh b e sbset of UNECE R, 20, Coe st document
‘pected et s specied seciedit weights peciied. see Appendi see Appendat2 name code -
by 61B Authentication  Details related to the authentication X LPCO/Authentica
e Appand v
1 w17 auantty of goos e b wagH vy st | 0.1 | n.1a e T of a document. tion
e = T = ERa L et T e = 5 104 Authentication  Statement providing proof that the X LPCO/Authentica
o ol messaremen A 23 [Cote or Ukl messurment [UOW - sz o & = ¥ "
cod (U e .20, Cae shouk e specied f weight s peied e o 20 statement document has been authenticated. tion/104
by [ -, 539 Document Name of a location where a X LPCO/Authentica
authentication  document was signed or otherwise tion/539
i1 Y ey i authenticated.
[Identification Description of Goods 1.10 | an.512 |Goods description - Plain language description of the nature of a. 1.10 | an.3000 110 | ansi2 location name
oods ke sufcint o dentty o ustarns,satialor ) 12A  Authenticator  Details related to an authenticating X LPCO/Authentica
= = = party. tion/Authenticat
Desciton [ Warkanamumbers onFadkapes 1.2 | an 2 [Fee o deston o he marks andnmbers ona arggarunt | 1.2 | an.300 Ta [
o package. bk shkd b se 1 "ho Mare it package. f bk shukd b st No Marks o et Naarks R007  Authenticator | Name of the party which certifies M LPCO/Authentica
8 name that a document is authentic. tion/Authenticat
it orshiping marks r conslte for e whole
condrenen eteadof b chidi! consment s, th 5t e or/R007
ccaence o e IcucdedCansgmentem (a 950) e 03A  Additional Details related to the special request X LPCO/Additionall
escription o te decats of the packages, total weightand / or i weightand The falowing prc. Information from declarant to government to nformation
pping marks a ey desce th who congnmert.To el /o hoping marks a ey desre th whot congrmen.To take or not to take action.
Lty 0o mponingcstoms,the e fom descrrons cons — Lo ! —
he ol rovies an e cescrprons. o ollowingprovides an sampe s Sosing ks onPacages-"Ordr 12345 o ABCC 369 Additional Code specifying the subject of the X LPCO/Additionall
- ncrease gt f e dota smen fom 512 10 1024 statement type _ additional statement. nformation/369
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Sending eCoO
Returning Acknowledge Message
Cancellation
Querying
Tracking
Contingency Plan
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Encryption**

8 Digital Signature**
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