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Overview – Electronic Data Exchange

WHAT To Exchange – Electronic Message Payload (Structured Data)

HOW To Exchange – Business Process Spesification

OUTLINE



ELECTRONIC DATA EXCHANGE
OVERVIEW

DATA 
STANDARDIZATION
Standardized and 
Compatible data format
i.e. XML, JSON, EDI Format, 
PDF 

DATA VALIDATION & 
MAPPING
Properly validated and 
mapped data to match 
format and requirements in 
both Systems (Sender and 
Receiver)
i.e. MIG, XSD, JSD 

WHAT 
To Exchange

MESSAGE  
IMPLEMENTATION

GUIDE

TECHNOLOGY
The best suits method 
or technology for 
electronic data 
exchange
i.e. Email, FTP, EDI, 
APIs, WebServices

CONNECTION & DATA 
SECURITY
Security measures to protect 
data during transmission
i.e. Secure connection, 
Encryption, ACL, 
Authentication 

TRANSMISSION & 
ACKNOWLEDGMENT
Establish mechanism to 
confirm and acknowledge 
data’s integrity during 
completion of successful send, 
receive, process and store the 
data. i.e. MIG, XSD, JSD, ACK 

LOGGING & AUDITING
Maintaining logs and records 
of transmissions for auditing, 
traceability and compliance 
purpose.
i.e. Logs, Transaction’s History

ERROR HANDLING
Establish error-handling 
procedures during 
transmission
i.e. validation errors, system 
failures, network disruptions

BUSINESS  
PROCESS

SPESIFICATION

HOW 
To Exchange



Reference : 
Initial Analysis for ASW Technical Enhancement, 2023

Cross Border Trade Platform Evolution – the last 2 Decades
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Reference : 
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Cross Border Trade Platform Evolution – the last 2 Decades

Reference : 
Initial Analysis for ASW Technical Enhancement, 2023

Share Hub
Architecture

Peer to Peer
Architecture

ELECTRONIC DATA EXCHANGE
TECHNOLOGY EVOLUTION



INSW Gateway

Reference : 
Indonesia National Single Window Gateway

ELECTRONIC DATA EXCHANGE
TECHNOLOGY EVOLUTION
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Data Integration Approach

Internal Application Partner Application

Data Master/ Transaction Data Master/ Transaction

Services

Database Collaboration

Partner ApplicationInternal Application

Data Master/ Transaction

Services

Reference : 
IT Blue Print of INSW, 2023

Database
Collaboration

Single
Database

ELECTRONIC DATA EXCHANGE
TECHNOLOGY EVOLUTION



www.insw.go.id LNSWKemenkeu officialinsw Call Center
150-679

info@insw.go.id officialinsw Lembaga National Single Window

Electronic CoOHardcopy CoO
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WHAT TO EXCHANGE
ELECTRONIC MESSAGE PAYLOAD



Sending eCoO
Returning Customs Response

Cancellation
Querying
Tracking**

Encryption**
Digital Signature**
Contingency Plan

ATIGA eForm D

Sending eCoO
Returning Feedback Information*

Cancellation*
Querying*
Tracking 

Encryption
Contingency Plan

eCoO AK FTA

Sending TRQ eCert
Returning Feedback Information

Cancellation
TRQ eCert Amendment

Tracking 
Encryption

Contingency Plan

TRQ eCert

Sending eCoO
Returning Feedback Information*

Cancellation*
Querying*
Tracking 

Encryption
Digital Signature
Contingency Plan

eCoO AC FTA

Sending eCoO
Returning Feedback Information*

Cancellation*
Querying*
Tracking 

Encryption
Contingency Plan

eCoO IK CEPA

Sending eCoO
Returning Feedback Information*

Revocation
Digital Signature
Contingency Plan

eCoO IJEPA

HOW TO EXCHANGE
BUSINESS PROCESS SPESIFICATION



eCoO AK FTA

Encrypted Payload

Unencrypted Payload

eCoO IJEPA

Credential Information

Credential Information

Signature Key

Digital Signature

Envelope

Envelope

Message Routing

Message Routing

Algorithm: 
AES + RSA OAEP

Algorithm: 
RSA SHA256

HOW TO EXCHANGE
PAYLOAD



TAKE OUT POINT
ELECTRONIC DATA EXCHANGE

INTERNATIONAL eCOO 
DATA EXCHANGE

Sending eCoO
Returning Acknowledge Message
Cancellation
Querying
Tracking
Contingency PlanST
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BUSINESS  
PROCESS

SPESIFICATION

HOW 
To Exchange

MESSAGE  
IMPLEMENTATION

GUIDE

WHAT 
To Exchange

Encryption**
Digital Signature**



Thank You
fachry@insw.go.id  


