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EU Strategic Approach to Cybersecurity in Customs and Trade

International cooperation fFF‘J
(cyber dialogues, digital dialogues and institutional cooperation)
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EU toolbox for 5G security

Cyber Resilience Act (CRA)

Forthcoming:

* Risks Assessments

* Preparedness of Cyber Emerge
Mechanism & Cybersecurity
Incident Review Mechanism
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(Cyber Solidarity Act)

* Cyber Crisis Management
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* Cyber Emergency Mechanism
(Cyber Solidarity Act)

4 EU Cybersecurity Reserve

Mutual Assistance

* Cyber Defence Policy
* Cyber Diplomacy Toolbox

INVEST IN CYBER CAPABILITIES (EU + Member States + industry) @

Digital Europe Programme J Horizon Europe 0

Recovery & Resilience

Facility (RRF)

Cybersecurity Skills and Awareness

European Cybersecurity
Competence Centre

(Cyber Skills Academy)
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Common Communication Network (CCN)
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Emerging Cyber Threats: Protecting the Digital Trade Corridor
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Aligned with the EU Cybersecurity Strategy

Threat reality

= Attacks target availability,
integrity and confidentiality

= Risk concentrates at identity
and system interfaces

= Alocal compromise must not
cascade across partners

EU design principles

= Strong identity assurance
(privilege & third-party access)

= Containment by design
(segmentation, least privilege)

= Resilience & recovery
(continuity of critical services)



Defending Critical Supply-Chain Infrastructure in Practice
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Resilience is proven through preparation, coordination and recovery — not assumed.




Thank you
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